
 

Phishing and Spam 
A guide to spotting and preventing phishing and spam emails 
 
Ransomware viruses, impersonation attacks and data theft; it seems our emails are under 
constant bombardment from malicious attackers. Anti-spam and anti-virus software are 
essential, but attackers are using clever techniques to still get through. 
 
User vigilance is an important part of defeating email threats and this handy guide will help 
you protect your inbox and your data. 
 
What’s the difference between Malware, Phishing and Spam? 
Although there is some overlap, phishing and spam all attempt to dupe the user. 
 
Spam email is often simply annoying, unsolicited email. However, these have grown in 
sophistication and can sometimes contain malware. 
 
Phishing emails try to steal user information such as passwords. They pretend to come from 
a trusted source but contain malicious links that encourage the user to divulge sensitive 
information or install malware. 
 
Malware is malicious software designed to compromise your device. It can be virus that 
works in an overt way, such as ransomware that locks your computer, or in a covert way 
that sends out emails on behalf of spammers or spreads malware to other users. 
 
Impersonation attacks are highly specific ‘phishing’ emails targeted against a particular user. 
Attackers research businesses and colleagues using social media and pretend to be senior 
business managers and instruct colleagues to transfer money or release information to the 
attacker’s account. 
 
What can you do? 
Read and share this guide with colleagues and friends. It contains; 

• 10 tips to help spot a malicious email 
• Impersonation attacks: how they work  



 
10 tips to help spot a malicious email 
 
Tip 1: Don’t trust the display name 
A favourite phishing tactic among cybercriminals is to spoof the display name of an email. In 
an analysis of more than 760,000 email threats targeting 40 of the world’s largest brands, 
nearly half of all email threats spoofed the brand in the display name. 
 
Here’s how it works: If a fraudster wanted to spoof the hypothetical brand “My Bank,” the 
email may look something like: 
 

 
 
Since My Bank doesn’t own the domain “secure.com,” Verification checks will not block this 
email on My Bank’s behalf, even if My Bank has set their policy for mybank.com to reject 
messages that fail to authenticate. This fraudulent email, once delivered, appears legitimate 
because most user inboxes only present the display name. Don’t trust the display name. 
Check the email address in the header from - if looks suspicious, don’t open the email. 
 
Tip 2: Look but don’t click 
Hover your mouse over any links embedded in the body of the email. If the link address 
looks weird, don’t click on it. If you want to test the link, open a new window and type in 
website address directly rather than clicking on the link from unsolicited emails. 
 
Tip 3: Check for spelling mistakes 
Brands are pretty serious about email. Legitimate messages usually do not have major 
spelling mistakes or poor grammar. Read your emails carefully and report anything that 
seems suspicious. 
 
Tip 4: Analyse the salutation 
Is the email addressed to a vague “Valued Customer?” If so, watch out - legitimate 
businesses will often use a personal salutation with your first and last name. 
 
Tip 5: Don’t give up personal information 
Legitimate banks and most other companies will never ask for personal credentials via 
email. Don’t give them up. 
 



 
Tip 6: Beware of urgent or threatening language in the subject line 
Invoking a sense of urgency or fear is a common phishing tactic. Beware of subject lines that 
claim your “account has been suspended” or your account had an “unauthorized login 
attempt.” 
 
Tip 7: Review the signature 
Lack of details about the signer or how you can contact a company strongly suggests a 
phish. Legitimate businesses always provide contact details. 
 
Tip 8: Don’t click on attachments 
Including malicious attachments that contain viruses and malware is a common phishing 
tactic. Malware can damage files on your computer, steal your passwords or spy on you 
without your knowledge. Don’t open any email attachments you weren’t expecting. 
 
Tip 9: Don’t trust the header from email address 
Fraudsters not only spoof brands in the display name, but also spoof brands in the header 
from email address. An analysis by Email marketing company ‘Return Path’ found that 
nearly 30% of more than 760,000 email threats spoofed brands somewhere in the header 
from email address with more than two thirds spoofing the brand in the email domain 
alone. 
 
Tip 10: Don’t believe everything you see 
Phishers are extremely good at what they do. Just because an email has convincing brand 
logos, language, and a seemingly valid email address, does not mean that it’s legitimate. Be 
sceptical when it comes to your email messages - if it looks even remotely suspicious, don’t 
open it. 
 

Impersonation attacks: how they work 
How does it work? 
The attacker researches the business and chooses a senior manager to impersonate, often 
reviewing their social media accounts. It will be someone who has the authority to instruct 
the finance department to make a payment, and the attacker may even register a domain 
very similar to the target business to help trick the recipient.  
 
As this is a sophisticated and targeted attack it will likely be carried out by an intelligent 
individual who will type well- formed emails without the usual strange grammar. The attack 
is sometimes known as ‘spear-phishing’ as it is highly targeted or ‘whaling’ as is represents a 
‘big phish’ (although a whale is a mammal, not a fish!).  
 



 
Many businesses employ sophisticated antivirus and antispam software to protect 
themselves, but as the impersonation attacks do not include malicious links or malware they 
are often able to pass through a company’s defences. The convincing emails explain that an 
urgent transfer is required for a reasonable amount. 
 
What can I do to protect my business? 
Vigilance and education are the key steps. Discuss impersonation attacks with colleagues 
likely to be affected and review your procedures to ensure money transfer requests are 
authorised such as an internal code word on emailed transfer requests. Multiple 
authorisations for transfers beyond a small amount is another security procedure. 
 
Email rules that flag internal emails as internal are also a quick visual way to determine if 
emails are from a third party or not. This is not fool proof as email headers can be 
manipulated to appear to come from your business domain. 

 
Strident helps keep your data safe 
Keeping your data safe is critical to your business and an important part of complying with 
the General Data Protection Regulation. We ensure all your systems are configured in a 
robust and secure manner and provide services such as anti-virus and spam control to 
ensure security and productivity.  
 
As threats become more sophisticated, we help protect your business from malicious 
viruses and ransomware in email and can secure your entire laptop or desktop using 
advanced data encryption so only you can access it. 
 
Follow our latest security news at www.strident.co.uk/News/Category/secure covering 
topics such as GDPR, two-factor authentication, encrypted emails and secure cloud backups. 
 
If you have any questions and you are already a Strident customer, contact our helpdesk 
engineers on 01473 835 281. If not, please contact Chris Joberns on 01473 835 280 and find 
out how switching to Strident is easy with our unique '6 Steps' approach. 


